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The Director of Central Intelligence
Washington, D.C. 20505

National Intelligence Council ' NIC #01780-88 -
13 May 1988 -

MEMORANDUM FOR: Honorable John C. Lawn-
Administrator

Drug Enforcement Administration

FROM: - William R. Kotapish
National Intelllgence Officer for Counternarcotlcs

SUBJECT: . Defense Sc1ence Board (DSB) Study
"Detection and Neutralization of Illegal Drugs .
and Terrorist Devices"

1. Your memorandum of 20 April 1988 on the subject, a copy of wh1ch was
sent to Judge Webster, has been forwarded to me for response. '

2. This is to advise that we agree with the general approach and
positions taken in your 11 April 1988 letter to Mr. Frank Keating relative
to the DSB study. As you properly noted, the study is a starting point, and
a very useful one, in defining the enormity of the research and development
(R&D) challenge facing the law enforcement agencies as they do battle with
well funded and well equipped drug traffickers around the world. Also '
perceptive was your observation that the $10 billion/five-year R&D plan .
projected in DSB study was illustrative only of the kind of effort that
would be needed to bridge the apparent R&D gap. Unfortunately, some of the
critics of the DSB study interpreted the $10 billion plan as a concrete
recommendation and felt threatened by 1t to the point of missing many of the
valuable messages of the paper. : . ’

3. It appears that the actions now being taken by the National Drug .
Policy Board (NDPB) and the Drug Law Enforcement Coordinating Group (ECG)
are consistent with the approach taken in the DSB study. The formation of
the Drug Science and Technology Committee is the logical first step and

-parallels what the DSB prescribed. It also seems likely that ultimately an
advisory board (experts from academia, industry, and user organizations)
will be folded into the equation, again matching a DSB proposal. Even the
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Declassified in Part - Sanitized Copy Approved for Release 2013/02/21 : CIA- RDP90601353R001000040003 8



Declassified in Part - San‘itized Copy Approved for Release 2013/02/21 :‘CIA-RDP9'0G01353R001000040003-8 :

involvement of the national R&D centers seems entirely consistent with the
NDPB thinking and therefore will likely be explored.

4. 1In short, there is full support here for the position you have taken
on the DSB study. Furthermore, we look forward to participation in the new
R&D committee and feel certain that our. experience and current capabilities
in R&D matters will prove useful to these new initiatives over time.
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L NATIONAL DRUG POLICY BOARD . 88-1715x }

Washington, D.C. 20530 .
APR 2 0 1988 .

s

FROM: John C. Lawn, Chairman
ug Intelligence & Investigations Committees/DEA

SUBJECT: Commentary on Defense Science Board (DSB) Study
"Detection and Neutralization of Illegal Drugs
and Terrorist Devices"

TO: See Distribution

Attached for your information is my letter to Mr. Francis A.

Keating II as Acting Chairman of the Enforcement Coordinating
Group.

Since our individual -agencies and departments have all had
opportunity to comment on the subject report, I have spared the
membership, per se, the necessity of another review. As you
will note, I kept my comments general and tried to speak for all
of us. My assumptions were that we all would agree that our
individual and collective missions can benefit from the
selective application of proper technological assistance. We
have all noted the overlap between the work of the DSB, the
Intelligence R&D Committee, the Interagency Working Group on
Drug Enforcement Communications, and the Department of Justice
R&D Review Board. Hence, we have need for a permanent

National Drug Policy Board structure to coordinate
high-technology issues relating to drug supply reduction.

If you wish to correct or add to any of my statements in the
attached, or provide Mr. Keating with copies of earlier
expressions of agency viewpoints on the DSB report, please do not
hesitate to communicate directly with Mr. Keating. I would

appreciate coples of all such correspondence for our committees'
files.

Attachment

C-121=IT
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Honorable Carol T. Crawford, Office of Management & Budget
Honorable George S. Dunlop, Department of Agriculture
Captain Howard S. Gehring, Natlonal Narcotics Border Interdiction
System
Honorable Lawrence Gibbs, Internal Revenue Service
Lt. General Edward J. Heinz, Intelligence Community Staff
Honorable Stephen E. Higgins, Bureau of Alcohol, Tobacco, arnd
Firearms A\
‘Honorable Francis A. Keating II, Department of the Treasury
Ms. Mary Lawton, Department of Justice
Honorable Stanley E. Morris, U.S. Marshals Service
Honorable Alan C. Nelson, Immigration and Naturalization Service
Lt. General William E. Odom, National Security Agency
Lt. General Stephen G. Olmstead Department of Defense
Lt. General Leonard H. Perroots, Defense Intelligence Agency
Mr. David L. Pickens, National Drug Policy Board
‘Mr. F. Dale Robertson, U.S. Forest Service
Dr. Charles R. Schuster, National Institute on Drug Abuse
Honorable William S. Sessions, Federal Bureau of Investigation
Honorable William C. vonRaab, U.S. Customs Service
-Honorable William H. Webster, Central Intelligence Agency’
Honorable Ann B. Wrobleski, Department of State
" "Admiral Paul A. Yost, Jr., U.S. Coast Guard
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Intelligence and Investigations Committees.
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Honorable Francis A. Keating, II
Acting Chairman, Enforcement
Coordinating Group

National Drug Poliey Board

Washington, D.C. 20220 ’

Dear Mr. Keating:

I am in receipt of your letter of March 1, 1988 which forwarded
a copy of the Defense Science Board (DSB) report on its recent
study, "Detection and Neutralization of Illegal Drugs and
Terrorist Devices," to be reviewed by the uembera of the

The combined membership of the two comnitteca consists of 22
departments, agencies or staffs; nine of these entities sit on .
both groups. Not surprisingly, based on their mission ;
imperatives, 11 of the 22 partioipatad in the DSB study. In any
case, all 22 have already reviewed and commented on the report
in detail, either directly or through their parent departments._

Rather than either create and circulate supertluous oopies of
this 200-page Secret report or convene spesial meetings of the
two committees to reconsider that which has already been .
extensively reviewed, I have elected to respond as Chairman,- but
to confine my remarks to the broader issues raised by the DSB.
By copy of this letter, I will advise both oomnitteea' nenber-
ship of the views 1 express here. - Do

It should perhaps be stated at’ the outaet that the nenbcrs er
the DSB Task Force were outsiders to drug law enforcement and .
enforcement-related intelligence; they started out- w;th a baaic : o
unfamiliarity with the multivaried probleas we face SR
restraints imposed on us by law and by our oomparatiyo 116&-9!* Lot
resources, This was rapidly offset;: ‘however, by the ‘task f
seeking out advisors from enforcement -and intelligence; by
devising new, analytic approaches to- updcrat g pu . prabl em;
and’ resultantly, achioving ﬁew perapeetivg :

.“
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The perspectives that were thus brought to bear on the drug
problem are firmly grounded in both the physical and behavioral
sciences. Additionally, the task force members recognize the
need for dual, shared solutions for problems common to both the
military and the law enforcement agencies. Finally, the task
force is demonstrably skilled at finding new application for
extant technology as woll as isolating areas for new
development.

The report is aelt—admittedly a starting point, a hypothetical
array of key areas where high-~-technology can be applied; the sum
involved in funding these efforts (i.e., $10 billion to be spent
over a five-year span) is illustrative only. It reflects the .
conclusion by the task force that the problem facing us 1s of
such magnitude that a gquantum jump is required for the funding
of law enforcement research and development (R&D), as well as
acquisition costs and operating expenses. Based on shared
needs, such funding would be borne by numerous agencies.

The task force compares its estimations of the scope of the
illicit drug market (up to $200 billion) and societal costs
(more than $100 billion) to the combined Federal drug law
enforcement budget: just over $6 billion. It compares the
Department of Defense (DOD) budget for R&D -- $42 billion --
with the combined enforcement R&D outlays -- one quarter of
$1 billion -~ and asks whether we are properly funded for any
form of war on drugs.

Technology is developed for the benefit of society, and the
dynamic of technological change 1s a response to varied societal
demands. Drug traffickers have their own demands, misuse the
dynamie, and can afford to pay the high costs of high teoch-
nology. Law enforcement is usually in a reactive posture to
criminal applications of modern technology and the criminals are
unhampered by either fiscal or legal restraints., Traffickers
and those engaged in counter-efforts are clearly in an uneven
competition. :

To improve the situation, the DSB recommends a set of R&D : ‘
institutions to be established for law enforcement; they deserve _
particular attention. The first is a permanent R&D committee - . e
under the National Drug Policy Board (NDPB). Throughout the. DSB o
report are statements properly deferring to the KDPB- role of -

establishing of priorities for all the research and: ‘hardware *» »
proposed in the task force report. It would be the KDPB’Q*!&D g

committee that would exercise that role. :
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Of note, in this context, is the report of General Olmstead's
Ad Hoc Committee on High Technology to the NDPB Enforcement .
Coordinating Group on Mareh 16; it recommends, essentially the
same approach. Unquestionably, guidance 1is required for
effective and efficient R&D to assist drug law enforcement in
rapid and flexible technological deployment; and this strategio
guidance must come from the NDPB., Without it, an intolerable

persistence of both gaps and overlaps in enforcement technology
will ocecur, O

The second major institution recommended by the DSB Task Force
is a law enforcement technology analysis center. A model for
this is the recent work done by the Institute for Defense
Analysis in support of the Federal Aviation Administration.
Envisioned is a cadre of experts providing continuity in
assesament of enforcement requirements and the commissioning
of solutions. Working in tandem with the scientists would be
user groups: experienced enforcement personnel, for example,
with first-hand knowledge of the actual field conditions in
which the specific technologies would be applied.

The third institution is a set of national R&D centers to focus
on the array of technological solutions to be shared by DOD and
enforcement agencies. Some of these are already extant;
night-vision and ground-sensor laboratories are two of many
DOD-funded centers whose work is clearly applicable to law
enforcement. On the other hand, much of the work done jointly
by FBI/DEA in physical and electronic surveillance has military
application.

It has become clear in the private sector that successful
innovation in R&D only occurs as cross-fertilization from a
variety of industrial fields is employed. Corporations no
longer run their own company laboratories. Instead, they form
larger, multi-technology joint endeavors and take advantage of
the economies of scale. Technological development roads are
sometimes long, but are no longer separate and parallel; .
crossover between scientific and engineering diseiplines is now '
encouraged and considered a highly profitable mode of operation. -

ol
. '}’ N

The same approach in governmental operations.can be employed -
Just as successfully. A better integration of ‘R&D is ‘required.
The challenge is to develop better methods of apply%ﬁg’lqdqrn N
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technology in support of our. limited resources and deploying
them more effectively against our criminal adversaries. The DSB
‘Task Force report provides a framework for accepting that
challenge. e e ' —
3
N

e AL

C. Lawn, Chairman _
Intelligence and Investigations
Committees '
Administrator

~.Drug Enforcement Administration

i
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